arm
psagfed’” HJ F .

PSA-Certified s2:8 9N Z 17 R IERE - 4 Arm &
REASRUEEENREHE

Whitepaper

Lawrence Liu (Z5E)

Dr. Evans Yang (155+12)

Stephanie Smith
March 2023




Whitepaper

Safeguarding the ARM Ecosystem with PSA Certified PUF-based Crypto Coprocessor 2

BRI RFHNZEN

EBENOFE  Am BRZEZESEP IREERBLENEGE - TR
FEETEM SHEENES EHHESHEMEGNEZRENEER -
BREHRENEREE—ERBELE®RR - At - FEWEBRL RS
REEEBRENER RERRAALZET -

RBEBRZ EFREFTEREZENZEZERRAIERBEND BN
BORTTER - 1l - ANITEe: - 2R8RE XV RE—EE8EA
Wh Arm 2818 - TR ESEEH —E#E "RIERRBRFNE
=M - WRERRBIRREZEAIRE -

Standardizing loT Security with PSA Certified
PSA Certified BIUYBELZZIRE

HARYBHENRNRABIRE  EEZHEREENZEZUREELFHY
B1& - BIEfE Arm 1 2019 FAGHERMHRITIRE ¢ PSA Certified F2FE 1R
# - PR ERZRERNBRELZZEIIMARARTZR - DUREY I
MREZZRFREABEYE - BRE-—EBANBHRZE - PSA Certified -
AR ESRYEERE  BREANBRLDRRHBZBZZHEN
BA1E -

Tamperproof
Attestation Design

@ | = -‘: = I-:
2 C ] = = r
PSA - RoT psacertified™ ] mwen|fa 1 = &

PSA Developer APIs

-

CPU

Invisible
Key Storage g FY

Memory
Peripherals

Secure
Storage

1 : PSA Certified #1115 T RATIEZZEZEK


https://interactive.arm.com/story/security-manifesto-2021/page/7/1

Whitepaper

Safeguarding the ARM Ecosystem with PSA Certified PUF-based Crypto Coprocessor 3

PSA Certified BBEE-FEBRESF  RBBRATHELEY - LHEHED]
BZRANERLZEINGE - LEBAEESR MHEKhREERAZYHREBIR
PHEE  BEZ2R7BRAMEEOERINE --SBEBUSEIRHE LY
BRZ2EK BN FESBEREENYIAEER - FIL PSA RFESTEITRE
HABRRIREE - HPB1E PSA Certified Level 1 + PSA Certified Level
2 ~ PSA Certified Level 2 Ready #1 PSA Certified Level 3 - SRHZE 4R
RIDARRERY "MERZE 2B —INERAER" WIRE -

PSA Certified Level 1 REBBURERSN LA TUFE=TERENEZ -
BRETERZANERAE - MBI BERZEENYBERR/RE/
BEISEETETE T AR B EEY - PSA Certified 19 10 %2 B KR EIK
HAEmBERNEEZEEE -

PSA Certified Level 2 #1 PSA Certified Level 3 RESEHELEIZEM -
WEZEEEREFETHD - IRNBEREREEN — RSB INE -
PSA Certified Level 3 RIIEFR@BYIR LB (BEZSRES ) - ER
$IEFE L 2R - PSA Certified Level 2 1 PSA Certified Level 3 BB E
KEEMERE (TOE ) MBEBEMER (RoT ) IHENIELZEINEEE KA BEE
BRE - BLEINEEEE -
Initialization 22 X&) Cryptography &%
Attestation §g7%

Audit / Debug &%/ E
Physical #)32[5:&

Software Isolation Et32fE &k
Secure Storage &7
Firmware Update &A2 &3

Secure State Z&AkEE

vk w N
©O© o N o

ARRENENER 1 ARBF/\EEXZBNEL - BRZEEEREE
R (HRoT) BERULABREELEZEE -

PSA Certified Level 2 Ready TIU#1R & & B A E1JE1F PSA Certified Level
2 ] PSA Certified Level 3 ER - BEERKAEE - IRECRRARETES
HHER  ESEMRUEEESIKAE - FERN—EZE IP- 5
BYRMENANERMAEER  BRERARNENMER 7 - RARA



Whitepaper

Safeguarding the ARM Ecosystem with PSA Certified PUF-based Crypto Coprocessor

PSA Certified Level 2 Ready R IP ¥ E @i ¥ £ WIRIE - HABNRAE

MRREMRITRBLEREMHENRE -

%15 PSA Certified Level 2 Ready @M ZE 7 EIE 3

AR PUFcc NIE #HEIEzR A 23838 PSA Certified Level 2 Ready R
BIF -

PUFcc 818525 F R (PUF ~ Secure OTP - TRNG)E 2 ENNB NN Ezs A4S
& EE—RERSUEENZE IP 21 JRKRERISELRREETD -
=& "IN BORSTRFERETASEESN "EIEEIR" - BREREBIRAGKA

BB -

PUFcc ollZ 2T HHR TF - EERBRFEENT EEIEHRET)
FE(BEBREIZMER ) LUERRENANOR - ELB R RE
ML 2 BRAIT « U9 - PUFcc 2—EEBRNEMZ R IP HIR - S5
ARRNEBEL nRHEHERRSELEHE -

Secure OTP DRAM
(ROM) SRAM (Controller)

/0 I I I
mux I I

PUFcc
Crypto PUF
TRNG
DMA I Secure OTP

Standalone
Flash

2 . PUFcc B9 E pLjE]



Whitepaper

Safeguarding the ARM Ecosystem with PSA Certified PUF-based Crypto Coprocessor

PUFcc fERMEHERERLELZZEFRANTIIRAVENE - HRETY AR
BERMEREEE - PUFcc NEBRRIEREZAZEM - BRIZER
BFEIR PUFcc 22 BRZIVAEN - AIIIAGKAT - BENEZRABER
WEMRES  Z100%ZEHNER T - Lt Jﬁbiﬁ#%ﬁz%ﬁ?%T?%ﬁ%
ek iEslE - ERMWKNEBER -

SR E%R PUFcc 52 PSA Certified Level 2 Ready BIFRRE - T&IR
PUFcc 8E50m B Dl 5 EMIRRE F R AL 22K - BigithiR - PUFcc B8
TZE’E‘FQEJJ CLEER - FIRBREN  Z2RBAMBEEZNANE - E2WE
FAPMREBIBMIFIBIRR -

N2 7 3R 28 PRV S EARINAE

ZEMBEREZEFLEECRTERRIABRENRETEERE LT -
PUFcc @3B TI{E8)52 M (TF-M) 22588 MCUboot 5IE MM ZE I (boot
loader) - EZZ B E (secure boot) it 12 o B 7 &35 Z W RLEN 15 (boot
code) REBIRILBEH - BEBENZE - PUFcc BBBAEEM 7 ARLEEZE
MEIREREZRMEE NI ERB BB ANZIER A -

ZEFRILERAAZIBRERNERE B - PUFcc BBERBBE
BesE % (AEAD ) ZZ BUIBREIRY AES (GCM 3 ) BIRLZZ2FH
FRENBZREBHNTEENEEY - ARIEZEZHEBERBHBRIREE
ReE—Z % (HUK) - RB PUFcc FRERIAEIAE R - ZBREEERNERN
YA CTERINEE (PUF) - 418 PUF setE(REE PUFcc BY HUK R Z2ME—
Bse=BEHRY -

B (AL ERH ) BLXZHBAEERY  ERELOFE ﬁE’\JU’&
—IREER - Al - ERENIENNTNHEZZ/E (k) i
X © PUFcc BBIRFIHFEREEBNRAERRERILBR - EZE’E\E%
BEPADHFRALEEZZNEFRBE - RE  ELXZREBERES M
SARVENEE MR ENITRNE) - RIS E ML 25 8lZs 2 2 F AR RZA1HE
VCFCZRER LE AT RN R E T RIERBI1F -



Whitepaper

Safeguarding the ARM Ecosystem with PSA Certified PUF-based Crypto Coprocessor 6

REREBTERE - EEERENFIISREEERS - BER29E
B (

=288 (SPM) - £ PSA ENERIERM—ED D - MRH B ZENREE LR
HaEER - #3838 panic (interrupt) call #21E7Z3ER - PUFcc DULEEB T

—(EZZ2ER  HL2/FLERFEZELZE MR -

MEBENEXFZFRNARLEZINE - L= EmBEY - Rt 227
ff# ~ ZE2RE  ZEREUABBENZEZMEHNFE - PUFcc XFHEZEM
BEE - BIUNETE/FEHTEEE - HASH - MACs 1 AEAD - BURE& XA

WL EINEEEK -

B PUFcc 1% IP - W3FRETABIIEm - &2 RAEME] PSA Certified
Level 2 Ready #2:& - 224818 PSA Certified Level 2 5 PSA Certified Level
3 BURREARWEMRAREN - UTBEEMZEINEEEK - BFHER
B BRRE - BRANERE

CorelLink SSE-200 Integration

PUFcc 89 PSA Certified Level 2 Ready #8:& 2 Arm MPS3 FE R #ET
89 - Arm CoreLink SSE-200 %489 FPGA BIR ( MNFERZEEC AN524 &
Firatt ) 83 PUFcc UK MPS3 # BRI O] 158088-M Im [ A% - Corelink SSE-
200 25 ATE loT SoC EMTRAZEAY ( 2%EMIE Cortex-M33 1% )
FIEER - JRE Arm %4t SIE-200 & - Cortex-M33 RZHEINFEFEFER
CoreLink SSE-200 I Z #1342 & W) Bt 48 FE FARO3E A8 28 42 -



Whitepaper

Safeguarding the ARM Ecosystem with PSA Certified PUF-based Crypto Coprocessor 7

PdFsecurity

PUFcc
Crypto Coprocessor

Master Slave

arm
CorelLink

SSE-200

3 . Arm SSE-200 FZ%# FHI PUFcc 58

PUFcc SHEIRMHEIBE PSA-RoT WIRIETTR - BE—IRET (PUF) - 2=
fi# (OTP) ~ TRNG FINIESIZASE—ES I NMERIFNZZE IP - EIE -
PUFcc DI RFL 2 EIFIRIT (SPE) RNRVIMNERR B - FBRRINE 2 8 o] LIS
EEMR (PUFcc) AEENERER - FIbE % 7 BiRRRAER - 1Emof Y
& PUFcc RBEEBCHNZZERA -

%% 7 B2 CoreLink SSE-200 F %485 A% - PUFcc 8 AHB #1 APB 4R 4R3E1T
3% - PUFcc B9 AHB E#8#15 % Corelink SSE-200 Z& &1 588
(MSQ) » DUfEEAR#E PUFcc BIFNRZE@BMREE It (IDAV) 23%E5EK - 6l
MNiE38 PUFcc MWEBAGEESE (DMA)ZBMINTEREES - APB &
AR iR AR R E R Corelink RUSMNER RFEEHIZR (PPC) - DIEUARE Corelink
SSE-200 WL EMIFLEFHEK - 1F& "Expansion 1" #EOW—EL5 -

Corstone SSE-300 Integration

BR 7 CorelLink SSE-200 % - IR BIZEEFAER Trusted Firmware-M
I ORI E R B fE AR Arm MPS3 2R&7R PUFcc 82 Corstone SSE-300 ¥ %
MAVEERY - WNFEFIZEEC ANSS2 ( BRIZEE TR —SM ) - ANS52 BB —E
HEERBIBERLEREMN Cortex-M55 F1—1@ Ethos-US55 #2388 R182 -



Whitepaper

Safeguarding the ARM Ecosystem with PSA Certified PUF-based Crypto Coprocessor 8

81 CorelLink SSE-200 —#x - Corstone SSE-300 Z%¢ SIE-200 EHEERN
FEAETTRNES (EARBITRM Y SIE-300 & ) - REFRAMN Cortex-
M55 A - EiL Corstone SSE-300 WAMIFBESHFESMRENIER -
an AloT -

PdFsecurity

PUFcc
Crypto Coprocessor

Master Slave

XMSTEXPSRAM

G rm HSLVEXPMI 1

Corstone

SSE-300

& 4 : Arm Corstone SSE-300 FZ 27 FHI PUFcc 25

PUFcc 82 Corstone SSE-300 F #0945 5 22 SSE-200 1B RIEE AL - &
Z = A AHB A APB #2848 - PUFcc B AHB F B R iE#2| CorelLink SSE-
300 PR REBEEREZEO (HSLVEXPMIL)MWZ 2 EEZH 28 (MSC) - &1 -
APB B4R FERBRERES ANSS2 AEMENIELZENZEINE & T
A Corstone APB ShE fRiEZEHI=z: (PPC)

Arm Y RAE RSB S RE—TBE N EANGTEl - SEHEMBATE
T—PEERMEERE - PUFcc @7 % PUFsecurity SRS 25 —{E#7S PSA
AEET 2R ERRIRSE - ALt PUFsecurity 5tEIERSERHE Arm 15
FEFE  REZLEHNYHBHAHRURERMOBOHR -



