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19 g, FEMEBIRREHRE RRREX (Auguste Kerckhoff) %37 5
RuEXFE, g [AERGETRERZIMNM MBI AFMR, BHRGD
DRRLREN. | TAREPRABHITEZRE P (Root Key)sl # 1 — &
(Hardware Unique Key; HUK), REFRRERIPEDTHHERM, BEENRS
FMEXRSHEERESR. B, DANRITZHES ZREZRNER. FEH
ERNTT.

BEEVIEATEHIE (PUF) R, FAMNAAETUEBRARHEIE — DR .
RER. FIEFHNER. MELZEEFNEDR, “BMNOARPXLEHAR? "&
ERAMFFRPBANT 2, RIFILEROBARERDEREE —&, KT
ZEMAERZERTE. —MRENZLRFNBRTFZAGLTEPRENK T, &
REHERT, RGNTeBRTERFHEERE LTSN eFuse FHER. Tik
BRRGNERERNFE, FARENTHRAILNERENRGENR M.

tEoh, BANMERAE T NES R EHEEH, BRGEFENEEERARS .
Eiy, E—THRMERNEHREMERERLEXERM. PUFt 24%+& PUF M
anti-fuse OTP AYREMHEER IP, AZTEHEZRITHRIFT, BREFATEHNE
AMZER OTP 7, MHEMRERREREHZENF.

eFuse(fF£)M anti-fuse OTP(RIBZZANF)RIR TR Rt &E WA %A 7L
T, eFuse NRERELRHMEEBIREVNATNEERARREE OTP RiEFEH, X
SEBTURMEL. W antifuse WEBRSTXERBEFFRREBEELERAELE
ERSHERE, FEibFRE EEEIIAREE. 1 4 eFuse F1 anti-fuse OTP 7EE3
FEMBE TR, 5F7E eFuse P OCTIVUEIBRE IR, EIHEREH 1
MBTHE—IHENAR. mwE 1 WAEFRR, TieEEONEdENeT, ant-
fuse BTEERFLEZER.
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e-Fuse anti-fuse (NeoFuse)

UN-PROGRAMMED ( ‘ UN-PROGRAMMED

& 1. efuse 5 anti-fuse OTP Z & FE#E AT E

M ARM #Z#%E Crypto Cell-312™ (CC312) RU4HJRENMRITEEAZ—. Hi&
ITAREBEET CC312 REMTLINMER, BAFFARTZHAFEENARE. R
M2 % UEF, ARM CC312 5 eFuse/anti-fuse HBE{FH, TR NZHATAM
FREEFRAXBIMNIRIPENE 2 Fr), ERBANRBEERELRZN, oA
BEEBNUFENZERE. IHENLEPERE TRANET, —2iFHE eFuse
FNHIER S RBRRE, —SLAHEPREER ERE RN, EHIANETRRK
BEFE OTP pplE. RE CC312 HAAR—HRITEBRMNS, ERBAXE
BEARENM T TR TRHALEE YT HEFTAF B,

Non-Secure eFuse/OTP
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E IR eFuse FHIEHERE T I M o) @] A anti-fuse OTP ik, EEERIEXHENZ S
R ARAR R . AT KIMBR B FHCEH 55 R 6977 (0] A PR FF 48 3R 15 1% A A9 FB
P, 7£ OTP %8R 1T ik i fRiA Bl i BRIZ 41

ATH-DRIPE AR anti-fuse OTP, BEBCRITHER TR . RIF
MBS iR Tz A BB 16 F(Layout) T F iR THRTL)FTIE— D O 41 & T K BU AN
Wi, WESAEIEN N EIEH T . RPN ERICWERRFFORFP %
BATBAERRNE KB P E AN I E BT R E& .

% anti-fuse OTP. 1HEIANBRAVIZHI SRFIBH H MM RBE S, B T — MR EWE
fHE1ER (Hardware Root of Trust; HRoT), BRI ARIAPIINIR URIE. &
BRI EBOME R RIZE BN APB 0, ©4 HRoT 522 F R4,
CC312%, #EAREEM, A SR RITIATEN LR, HIERHL A XMdual-
APB RoT IP-PUFIt, BI2% 4 ARM CC312 MEH# ARM BLAMERFA L. E
PRI REINBEERLE 3.

Secure OTP

Core [T - .
£ Secure Storage (8Kb) = Anti-physical/electrical attack

= Instant ready 90b in 100us
= NIST SP800-90B / 800-22 compliant

Integrated TRNG

* Improved key injection process

Inborn HUK (1Kb
nborn (1Kb) * Instant ready without helper

Secure
Sub-system
(cryptos)

=  The design and entropy will protect

Anti-Tamper . K
macro, operation and interface

: = Standard APB-s Controller
e » Dual Interface = Privileges to Secure/Non-secure
= Customizable to TCM and TileLink

3. PUFt B SREZF A

PUFrt B377F 71FEHE F# anti-fuse OTP (NeoFuse) & FZ k% PUF (NeoPUF) #
Rzt FUPUF REZLINZER D anti-fuse OTP, PUFrt #|f NeoPUF 5E&/)
BV B A IEBAE MR & A9 — % $A(Hardwre  Unique Key; HUK), Kiig &
T BARENEF. RHEVEALLER (TRNG) BEHFHNHRRIT, & T7THS
MANSEREIEE S A M aE . PUF I STEUR ML 34T TIRIE B, HES
BRI SHF R TRBEREGFE, URDMRIPEAGFME. W, PUFt BECE
T IMRIEFERGSFAMEN APB 0, 4 BIRE T PUFIt 1 ARM CC312 %
HEARSESl. APBL ¥ PUFIt iE#%| BUS B4 IHEM ITAG #17 OTP Ui,
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APB2 f§ PUFIt 55| CC312 1, % CC312 FRIMBEIMEIRER L HHETS RE
FIR. APBL BAENREHER, NERRSLRNTEY.

Secure Root of Trust

ARM M55

|
I APB1

Privileged Access

PUFrt —
APB2

Anti-Tamper Shell

A 4. 24 PUFIt ZE#ARM CC312 #9424 57

BEEmMS, W APB B O PUFIt 885 CC312 TE5Em, I hBAFMEIR BN
MBEBI. B, PUFIt iy TRNG AEh CC312 iR{EEREMHEIMINITE ik
I8, FEITER CC312 1 PUFrt, ARM Cortex-M55 o] |7 #ia) %2 BT LI
REGER. REFHENRERG. PN AIHE K AloT ) HPC F LI,

WEINA Z2M, BT ARBEREE ARM Crypto Cell 312 FH# T RGEMATT
£, AM, METARFERTEBNREZN. URWEAR EHEFIZE AR E AR
KfE. PUFt ghinE—iEsT BHFEFTERARIER 7. A B PUF BIRAEZRR(SH 5L
EARARMEE#ENEEANERES, BNLEEORBRERT, FEER A R
BERBERHENTETR. REEBOAYHENS, PUFt JUEMRSNSR BRA
RLZEH eFuse, HNREEEFHF[EARITAZTERITNE. 24EME,
PUFIt EEMRTRANTERT ICH L e 5T, HEERE) CC312 WA SoC M
BERIVAZIRBA .

8F, No.5, Tai-Yuan 1stSt., Copyright © PUFsecurity Corporation 2021.
Jhubei City, Hsinchu County,

SRR, Vehi All rights reserved. No part of this document may be

Tel: +886-3-560-1010 reproduced or transmitted in any form or by any means
www.pufsecurity.com without priorwritten consent of PUFsecurity Corporation.



